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1 TECHNIQUES 
1.1 RUNNING TECHNIQUES MANUALLY 
By default, when WINTRE loads you will be presented with the Techniques page. From here 
you can manually run techniques and view any standard output that is generated. After a 
technique is selected the techniques, information will be displayed including its corresponding 
MITRE ATT&CK ID, whether or not it requires elevated privileges, a brief description, and any 
arguments (if applicable). 
 

 
 
Run Selected Test will execute the currently selected technique. Clear Payloads will delete the 
compiled executables generated from running techniques. Note it is not essential to clear the 
payloads, the option is simply there if needed. 
 
Executables that are compiled from running techniques will be found in the Payloads folder. 
 

 
 
The execution of these techniques will be logged to WINTRE-log.txt in the same folder as 
WINTRE.exe for that session. If you want to make each technique more discernible from one 
another while parsing your logs, it is advised to wait a minute before running a new technique. 
 
 
 
 
 
 



1.2 TECHNIQUES WITH ARGUMENTS 
Some techniques require arguments in order to be ran. Once the technique is selected you will 
see the necessary arguments at the lower right hand of the techniques interface. Some arguments 
may be optional and will indicate so in their technique's description. 
 

 
 
For example, the C# reverse shell needs additional arguments to run. Due to the nature of a 
reverse shell a secondary machine is required to run this technique.  
 
Example usage: 
"Attacker's" machine at 192.168.1.1 (receiving the shell to the "victim" running WINTRE): 
nc -lvp 53 
 
You then enter the relevant arguments (192.168.1.1 53) and click Run Selected Test. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



2 CAMPAIGNS 
2.1 CREATING A CAMPAIGN 
A campaign is simply a group of techniques you want to save, in order to help keep track of 
which techniques have been ran and allow for ease of re-testing. In order to create a campaign, 
enter a title, description and select your techniques based on their corresponding tactic (category 
of technique). 
 

 
 
2.2 LOADING A CAMPAIGN 
Once you've saved your campaign it will  appear in the view campaigns tab where you can 
double click on its row to load it. Campaigns can be deleted in the Campaigns folder of 
WINTRE where campaigns are saved in JSON format. 
 

 
 
 
 
 
 
 
 



2.3 RUNNING A CAMPAIGN 
After loading a campaign, the techniques will appear in the queue in the main window. From 
here you can execute each one individually or skip any technique in the queue. Please note that 
more complex techniques such as reverse shells that require arguments cannot be run from the 
campaigns window. Trying to execute one that requires arguments will give you an error message 
and allow you to run or skip the remaining techniques. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



3 CUSTOM TECHNIQUES 
3.1 COMMAND LINE TECHNIQUES 
WINTRE allows the creation of custom techniques, focusing on command-line techniques. A 
custom command of your choosing will be added to a C# source code file, compiled and 
executed normally as any of the built-in techniques, many of which were added to WINTRE 
using this interface. The Custom Techniques page contains example values. Note you can only 
use alphanumerical characters for the technique name. For the MITRE ATT&CK ID, please 
refer to the MITRE ATT&CK Framework based on what your command is performing. 
 

 
 
When deciding what command to use for your new technique, make sure to test it with either 
Command Prompt or PowerShell wrapping them in the same format that WINTRE will execute 
them with. Special characters will be escaped and should translate without issue. 
 
Command Prompt: 
cmd /c "your command" 
 
PowerShell: 
powershell -command "your command" 
 
If you make a mistake or want to delete a technique it can be deleted directly from the TTPs 
folder. 
 
 
 
 
 
 
 
 
 
 
 

https://attack.mitre.org/


3.2 BEYOND COMMAND LINE 
Techniques are loaded directly based on their source code, if you want to create more powerful 
custom techniques using C# or C++ to utilise the Windows API you can program that 
technique as an individual program and then add its source code to the TTPs folder in its 
relevant tactic (category of technique) folder. You can also add a .json file in the same folder 
based on the structure accepted by WINTRE. Note any .cs or .cpp files added here will be 
loaded on the techniques page in WINTRE.  
 
{ 
  "name": "C# Run Exe", 
  "ID": "T1059.001", 
  "elevated": "No", 
  "tactic": "Code Execution", 
  "template": "PowerShell", 
  "commands": "", 
  "desc": "Utilises Process.Start to run an executable.", 
  "hasArgs": "false", 
  "arg1": "N/A", 
  "arg2": "N/A", 
  "arg3": "N/A", 
  "isCPP": "false" 
}  

JSON structure for techniques. Note "commands" is optional. 
 
WINTRE does not currently support complex non-command-line techniques, i.e., if you tried 
adding a large project's multiple source code files they would not compile correctly and likely 
cause exceptions. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



4 REPORTS 
Reports allows the user to optionally generate a Microsoft Word report based on the techniques 
that have ran. The report can act as a template saving an analyst the trouble of creating the tables 
themselves. 
 

 

 
 
To create a report: 

1. Enter a title and description. 
2. Check Enable Reporting. 
3. Run techniques either from campaigns or from the techniques page. 
4. Generate a preview to see what your report currently looks like. 
5. Click Save Report when done. 

 
Note: Reporting once enabled, will be enabled for that session until the application closes. Also 
the report is actually being saved in .docx form as you run techniques, if you have a power 
outage for example you may still be able to recover the temporary report file by checking the 
Reports folder. 
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